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Deans’ Council Decision: 17/29-2022/2023 1 1 2023/2022-29/17 :elaeall (alaa )8
Date Adopted: 02/05/2023 ! G52 SIS /Al Al Adadl) ! 2023/05/02 :skie ¥ 2 6
Faculty’s Council Decision: 04/04-2022/2023 I BA Stu dy Plan I 2023/2022-04/04 AN (e )3
! ! 2023/01/25 e & s
Date Adopted: 25/01/2023 1 1
L e e e -
Faculty: Information Technology o glaall L gl 35 240N
Department: Cyber Security SHomd) GeY) il
Programme: Cyber Security ol GaY) 1 ali il
salall (5 siua
Gleludl aae
(INQF) Gl Callcal ki =
Course S ¢ 2 5Ll
Level plaill ¢ 58 Course Title Balall ) Course
(INQF) Number
Prerequisite(s) Practical Theoretical Credit Hours
University Requirements (12) Cr. Hrs. Baaine Al (12) & jba) daals cilillaie
5 A 0161100 0 3 3 Arabic Communication Skills A pall AL JlaiV) O lea 0161101
5 s 0161200 0 3 3 English Communication Skills A jalady) ARlL Juai¥) Ol lea 0161201
5 ) - 0 3 3 National Education Aila sl Ay ll 0161301
5 igpsl) - 0 3 3 Military Science A Suall o lall 0161302
University Electives (6 credit hours from each of the following two groups) e sane S (e Baainn el (6) sball 2y il i saall (pe Ll L Hlidy delu ]2 & )lid) dala il
(sY) de sanall
5 ot - 0 3 3 Functional Writing dahal A | 0161102
5 [ - 0 3 3 Life Skills Ada &l e 0161401
5 e - 0 3 3 Islamic Education Al Al 0161501
5 T - 0 3 3 Contemporary Issues b palee Llad 0161502
5 e - 0 3 3 Jerusalem (The Palestinian Issue) (Aidanddl) Apuzaill) Guaall 0161503
5 e - 0 3 3 Law and Everyday Life Ll & o sall 0161504
Al Ao sand)
5 e - 0 3 3 Community Responsibility Aninall 4 5 gusall 0161303
5 Tk - 0 3 3 Scientific Thinking Skills ) SEl Gl lee | 0161402
R Introduction to Leadership and o e sl S s
5 g 0 3 3 Entrepreneurship Lty Bl A e 0161403
5 ) 0181500 0 3 3 Computer SKills A llaal | 0181501
5 [ - 0 3 3 Man, and the Environment Al Gyl 0181601
5 e - 0 3 3 Safety and Security Al 5 ¥ 0181602
Faculty Requirements: (18) Cr. Hrs. Aclu (18) 4 la ¥ A clllaia
6 Py - 0 3 3 Calculus | (1) JalSs5 Jualis | 0181101
6 By - 0 3 3 Discrete Mathematics Aahile Clasly; | 0181105
6 PN 0181105 0 3 3 Digital Logic AN shidl | 0181502
6 2 1Y) - 0 2 2 Programming Fundamentals daad wluwlad | 0181503
0181503 . 5 . s
6 Py ) 1 0 1 Programming Fundamentals (Lab) Al il it 0181504
6 P Y) 0181101 0 3 3 Probability and Statistics slan¥ly YLiay) 0182102
6 Iz 1Y 0181101 0 3 3 Linear Algebra Bl ) 0182103
Area of Study Requirements: (43) Cr. Hrs. delu (43) AbaY) paadill clillic
7 YY) gggg; 0 3 3 Cybersecurity Fundamentals Sl oY clulid | 0452301
7 ) 0413401 0 3 3 Network Security and Defense glaal; il oal | 0452302
7 Hlay 0452301 0 3 3 Cryptography Fundamentals ) bl 0452401
7 Ay 0453402 0 3 3 Reverse Engineering and Malware Analysis 5 oball el ) dilaiy danSall Auxighl | 0453302
7 Py 0452301 1 2 3 Incident Handling and Response Ll ful Ul i), dallee | 0453401
7 ) 0452302 0 3 3 Data Analytics in Cyber Security o) ¥ (B i) Sdas 0453402
7 Ay 0452302 1 2 3 Ethical HackingPenetration Testing & GIARY) sl A8y il | 0453403
7 ) 0452302 0 3 3 Secure Communication Protocols Ay Jaiy) Y S5 0453404
7 Ay 0453401 0 3 3 Digital Forensics and Analysis 8l Jidadll 5 3Ll A3Y) | 0453405
7 By gg’gggi 0 3 3 Enterprise Infrastructure Security Al A el 0454301
0413201 - . e
il oyl
7 T 0413202 2 1 3 Application Security ‘ . uA‘ 0454302
7 ) 0453405 1 2 3 Cybersecurity Operations Automation Sl Gea¥) clee Al 0454401
7 Ay 0453405 0 3 3 Cybersecurity Operations Sl (Y1 llee 0454402
salall (5 siua
Gilelul) e
(JNQF) Gl allaial) e sk . Balall a8
Course el
Level il ¢ 58 Course Title Balall )
JNQF
(NGF) Prerequisite(s) Practical Theoretical Credit Hours Course
Number
iela (43) A Y) paadidll cilillia /g
7 A dslu 90 1 0 1 Graduation Project (1) Dz Agsrs 0454501
7 oA islu90 2 0 2 Graduation Project (2) (QzAgsria | 0454502
7 ] dslu 90 1 0 1 Field Training Sudl o | 0454503
Ancillary Courses: (38) Cr. Hrs. Acli (38) rbaibusall ol all
6 Iz 1Y} 8}31282 0 3 3 Object-Oriented Programming (C++) Ct+ Aady 25 53S0 e ) 0411203
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6 E LY (4 30) 1 0 1 Object-Oriented Programming (C++) Lab C+ Aaly A5l Al it | 0411204
7 [ 0181502 0 3 Computer Architecture Csulall s lee 0412301
0411203 . . R
- ) Claglai el
7 Tt 0411204 0 2 2 Web-based Programming PR ; 0413201
0413201 . il e, s
7 Tt (O 5 1 0 1 Web-based Programming (Lab) Gl ik oy i 0413202
7 By 0181502 1 2 3 Computer Networks sulall G 0413401
6 Al 0412301 0 2 2 Database Systems bl sl ol | 0413403
6 Py o(tld‘si[:)s 1 0 1 Database Systems (Lab) Gl ae ) 8 alai it 0413404
7 T 0413401 0 3 3 Wireless Networks AL Sl 0414401
0181503 . Sins
[’ sl daly {
6 g 0181504 0 2 2 Python Programming Ol Azl daa il 0431201
-0431201 . Losigald s
6 By (09 534) 1 0 1 Python Programming (Lab) sl Axdy Aaa il s 0431202
0411203
bl sl 3
7 [ 0411204 0 3 3 Data Structures ) sl 0432101
7 Py 0432101 0 3 3 Algorithm Design and Analysis Slaa ) AN Jilat s anenat 0432102
7 e 0412301 0 3 3 Computer organization and design sulall alaiiy aal | 0432301
0411203
7 By 0411204 0 3 3 Artificial Intelligence Fundamentals = libaaY) ¢S (5alie 0432401
0181502
6 oSl dslu 90 0 1 1 Professional Ethics dgall MR [ 0432501
7 Py 0432101 0 2 2 Operating Systems Jgudall alis 0433301
7 [P Y) 0(13:‘333)1 1 0 1 Operating Systems (Lab) ol olas e 0433302
Area of Study Electives: (9) Cr. Hrs. il (9) A sy paaddl) cilikic
Cybersecurity Governance Path — 5 juadl 5a¥1 2aS gn e
0453401 Implementing and Auditing Information e el el 5 ] il adas o b
7 e i 00 3 0 3 Securify Management Systems lashadl el 513} alaif 383, 345 | 0453601
7 ) 0453601 0 3 Cybersecurity Frameworks and Compliances JeYl s (5 yal) Y1kl 0454601
7 Alas 0454601 3 0 3 sk Management and [nformation Systems il slaall o154 e A5 | 0454602
Cloud Computing Security Path — dulausdl dausall ol jlsa
7 e R 0 3 3 Cloud Computing Fundamentals At Rl Sl | 0453602
7 LX) 0453602 0 3 3 Cloud Computing SecurityTesting o) Lo al) el ial 0454603
7 Y 0454603 0 3 3 Cloud Computing Forensics Investigations Al A gl )l Jilail) 0454604
Blue Team Path — glall jlus
7 ” gasa02 3 3 Advanced Digital Forensi Rusiid) Agliadl UYL | 0453603
[ ielu9( vanced Digital Forensics 2 o
7 LX) 0453603 0 3 3 Cyber Threat Hunting A ) gl sbhaal 0454605
7 Y 0454605 0 3 3 Building Security Operation Centers lasbaall el S1se el | 0454606
Red Team Path — » sael) Jls
0453403 . . o 1wl sz s
7 [yl el 90 0 3 3 Advanced Penetration Testing pdiall @Y Jlaa) | 0453604
7 Ay 0453604 0 3 3 Source Code Security Testing Ay paadll 5 jadll Qui sl | 0454607
7 ] 0454607 0 3 3 Offensive Security Operations Aaesagd) oY) ililes 0454608
Remedial Courses PRSP EIWA]
5 SR - 0 3 3 Remedial Arabic Language Skills SN Ay =l A0 | 0161100
5 el - 0 3 3 Remedial English Language Skills A8 il Ay byl A5 | 0161200
5 9Asl - 0 3 3 Remedial Computer Skills SIY) Qo gulall G jlea 0181500

Total number of credit hours (132 Cr. Hrs.)

(s3ak20 Al 132) el ¢ gans

Head of Department Name and Signature

Dean of the Faculty Name and Signature
Director of Admissions and Registration Department Name and Signature
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